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A B S T R A C T

As artificial intelligence (AI) gains prominence in pathology and medicine, the ethical implications
and potential biases within such integrated AI models will require careful scrutiny. Ethics and bias
are important considerations in our practice settings, especially as an increased number of machine
learning (ML) systems are being integrated within our various medical domains. Such ML-based
systems have demonstrated remarkable capabilities in specified tasks such as, but not limited to,
image recognition, natural language processing, and predictive analytics. However, the potential bias
that may exist within such AI-ML models can also inadvertently lead to unfair and potentially
detrimental outcomes. The source of bias within such ML models can be due to numerous factors
but is typically categorized into 3 main buckets (data bias, development bias, and interaction bias).
These could be due to the training data, algorithmic bias, feature engineering and selection issues,
clinic and institutional bias (ie, practice variability), reporting bias, and temporal bias (ie, changes in
technology, clinical practice, or disease patterns). Therefore, despite the potential of these AI-ML
applications, their deployment in our day-to-day practice also raises noteworthy ethical concerns.
To address ethics and bias in medicine, a comprehensive evaluation process is required, which will
encompass all aspects of such systems, from model development through clinical deployment.
Addressing these biases is crucial to ensure that AI-ML systems remain fair, transparent, and
beneficial to all. This review will discuss the relevant ethical and bias considerations in AI-ML
specifically within the pathology and medical domain.

© 2024 THE AUTHORS. Published by Elsevier Inc. on behalf of the United States & Canadian Academy
of Pathology. This is an open access article under the CC BY-NC-ND license (http://creativecommons.

org/licenses/by-nc-nd/4.0/).
Introduction

Artificial intelligence (AI) is becoming increasingly adopted
across various domains, profoundly impacting societal sectors
such as criminal sanctions,1,2 loan offerings,3 personnel hiring,4

and health care.5-7 The combination of enhanced computational
capabilities and vast digital data sets has ushered in an unprece-
dented era of technological advancement. AI tools, including
machine learning (ML) algorithms, are now pivotal in the health
care domain. From the health care perspective, AI is particularly
promising, with its potential to revolutionize diagnostics, treat-
ment planning, and other aspects of patient care. Pathology and
the United States& Canadian Academy of Pathology. This is an open access article
-nc-nd/4.0/).
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Figure 1.
Your journey through this 7-part review article series. AI, artificial intelligence; ML, machine learning.
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laboratory medicine are at the forefront of integrating AI into
practice and research, leveraging its capabilities to analyze digi-
tized images, molecular data, laboratory text and tabular data, as
well as pathology reports with remarkable accuracy and effi-
ciency. Alongside these advancements come significant ethical
considerations and concerns over potential biases inherent to AI
models.

One such ethical concern revolves around the privacy and
security of patient data that is used to train some of these AI
systems. As these systems rely on vast amounts of personal
health information, ensuring their robust data protection pro-
cesses becomes an essential part of maintaining patient trust
and complying with regulatory standards.8 Moreover, biases in
AI algorithms, whether due to the data sets used for training a
ML model or the architecture of the algorithms themselves, can
lead to potential inequities in certain health care delivery set-
tings. Such challenges will need to be addressed, but over-
coming those hurdles is no small task and may require a
multifaceted approach. It is also important to note that medical
practitioners (especially pathologists and laboratory medicine
professionals) are data stewards as well and must accordingly
play a pivotal role in guiding the ethical development and
deployment of our current and future AI-ML technologies. This
includes ensuring the development of an environment that
prioritizes transparency in the AI lifecycle, addresses biases in
AI algorithms to ensure fair representation, conducts rigorous
validation studies to assess performance across diverse pop-
ulations, advocates for the privacy of patient health care data,
safeguards informed consent processes, ensuring account-
ability when something goes wrong, and actively engages in
regulatory frameworks that promote fairness and account-
ability. Moreover, concern exists regarding the extent to which
AI systems should be permitted to make autonomous decisions,
and whether humans should remain in the loop. Moral and
ethical concerns regarding AI also involve the potential impact
Table 1
Ethical principles of health care and medical research with extensions to medical artifi

Ethical principle Health care and medical research

Respect for Autonomy (the
principle of self-governance)

Physicians and researchers respect an indiv
make their own decisions regarding their h
participation in research

Beneficence (the principle of doing
good)

Physicians and researchers act for the benefi
and protect and defend their rights

Nonmaleficence (the principle of
avoiding harm)

Physicians and researchers do not harm th
intentionally, negligently, or unintentional

Justice (the principle of fairness) Physicians and researchers treat the individ
equitably, regardless of factors such as race
socioeconomic status, or medical condition

Accountability Physicians and researchers take responsibi
activities

2

of this technology on employment (eg, disparate economic and
social disruption), cultural values (eg, stifling originality), and
the environment (eg, carbon footprint due to large amounts of
computational power).

Although AI holds tremendous promise for enhancing pa-
thology andmedicine, it must also be implemented responsibly to
mitigate potential ethical pitfalls and biases. By embracing ethical
principles and fostering collaboration across disciplines, AI can
serve as a force for positive change in health care while upholding
the values of fairness, transparency, and patient-centered care
(Fig. 1).
Ethical Artificial Intelligence

Ethics has been a foundation of medicine at least since the days
of Hippocrates. A widely used modern formulation of medical
ethics can be found in the Belmont Report. Key principles in
medical ethics discussed in the Belmont Report include autonomy,
beneficence, nonmaleficence, and justice (Table 1).9,10

AI ethics can be defined as “a set of values, principles, and
techniques that employ widely accepted standards of right and
wrong to guide moral conduct in the development and use of AI
technologies.”11 AI ethics are necessary because a variety of harms
to individuals and society might result from the misuse, abuse,
bad design, or negative unintended consequences of AI systems. In
the context of AI, certain medical ethical principles related to
health care and medical research can be extended to the devel-
opment and use of AI systems within health care. These ethical
principles collectively form the guiding framework for ethical
decision-making in health care and the ethical development of
technologies across scientific and computational domains. A
deeper dive into the key principles (autonomy, beneficence,
nonmaleficence, and justice) is necessary to better understand
their guiding framework.
cial intelligence (AI)

Medical AI

idual’s right to
ealth care and

AI developers and users ensure that individuals have
sufficient control over their interactions with AI

t of the individual AI developers and users are responsible for maximizing
human benefits

e individual
ly

AI developers and users are responsible for preventing
harm and mitigating risks

ual fairly and
, gender,

AI developers and users are responsible for promoting
equity, regardless of factors such as race, gender,
socioeconomic status, or medical condition

lity for their AI developers and users are accountable for ensuring
that AI is designed, implemented, and operated
ethically, transparently, and reliably
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Autonomy

“Respect for persons,” which includes autonomy, pertains to
an individual’s right to make decisions concerning their phys-
ical body and derivates thereof (eg, tissue specimens), and their
personal health information. Autonomy is typically upheld
through the practice of informed consent. In the context of AI,
autonomy must be considered for the use of personal health
data for developing, training, and validating AI systems, and the
application of AI systems in patient care. AI applications in
medicine often use data sets that are deidentified to comply
with Health Insurance Portability and Accountability Act reg-
ulations, but this may not fully meet ethical standards for pa-
tient autonomy.12 Many individuals expect transparency and
control over their identified and even deidentified data.
Advocating for a means to opt out at will has been demon-
strated in the European Union with their “right to erasure (be
forgotten).” This could help balance patient autonomy and AI
development.13 Furthermore, as AI technologies become more
prevalent in health care, concerns surrounding patient aware-
ness and consent for AI-assisted diagnostics may also arise.
Patients may want to understand the extent to which an AI
algorithm contributed to the medical interpretation of their
patient test results. Ethical and legal clarity is essential to
determine whether and when the disclosure of AI involvement
in medical decision-making is required.14-16
Beneficence and Nonmaleficence

In order to satisfy beneficence (performing a beneficial deed)
and nonmaleficence (refraining from doing harm) requirements,
our AI applications must also demonstrate that the potential
benefits gained from their use markedly outweigh their potential
risks (ie, drastically minimizing any potential harm associated
with their use). This includes considering benefits and risks not
only for patients directly impacted by AI decisions, whether they
are physician-assisted or autonomous, but also for those patients
whose samples or medical data contributed to AI system devel-
opment. Additionally, due to the potential for bias in AI systems, it
is also important to continuously evaluate their performance
characteristics by their ongoing monitoring across diverse patient
and diagnostic cohorts, which will further ensure that the benefits
gained outweigh the risks.
Justice

Justice in relation to AI in health care demands equitable
distribution of costs, risks, and benefits across diverse pop-
ulations throughout the development, deployment, and poten-
tial commercialization processes. Fairness extends to data
collection for training AI systems, ensuring that historically
marginalized groups are not disadvantaged. Concerns such as
exploitation and lack of consent arise when data, such as genetic
information, may be used without permission. Clinical use of AI
systems should demonstrate equitable performance across a
spectrum of demographic groups to ensure performant gener-
alizability, including subgroup analyses to detect and mitigate
biases in minority cohorts. Additionally, ensuring that AI systems
are designed and trained with considerations for diverse global
backgrounds is also essential to harness their potential benefits
in underserved regions with limited health care resources and
expertise.17
3

Another justice consideration is the perceived fairness of
profiting from other people’s personal data or professional work
products. Social science research has shown that although most
patients are willing for their personal health data to be used for
academic research, people are much less open to the use of their
data for commercial purposes.18,19 The Henrietta Lacks case
demonstrated that some patients expect to share in financial
benefit that derives from the use of their tissues, and health data
are arguably at least as personal as body tissues.20 Medical pro-
fessionals, such as pathologists and radiologists, may likewise
consider it unjust if other people profit off of AI models that are
based on their specific expertise, for example, trained on their
previous pathology or radiology reports. These ongoing contro-
versies are not only confined to medical disciplines alone but also
a point of contention in other fields such as screenwriting and
acting, as well as journalism.21-23 Besides the aforementioned,
another important concept to discuss which is not explicitly
mentioned as one of the core principles in the Belmont Report is
“accountability.”
Accountability

Accountability in medical AI ethics requires both individual
and organizational adherence to rigorous standards. Individuals,
including clinicians and ML model developers, must uphold pro-
fessional codes of ethics tailored to AI applications, ensuring
transparency, bias mitigation, and patient privacy. Organizations
should establish robust policies and transparent practices that
enforce ethical behavior internally and in partnerships, promoting
stakeholders to enhance trust and sustainability.24,25 Regulatory
bodies need to play a pivotal role in overseeing compliance with
ethical standards, ensuring that AI technologies in health care
prioritize patient welfare and align with evolving regulatory
frameworks, although the regulation of medical AI is not fully
developed (for more details, please refer to article 5 in this series:
Regulatory Aspects of AI-ML).26 Together, these mechanisms aim
to foster responsible innovation, mitigate risks, and uphold ethical
standards across the health care sector.
Bias in Artificial Intelligence Systems

The absence of bias, or equivalently the presence of fairness, is
critical to ensuring that AI systems operate ethically and equitably.
In data science, bias refers to any systematic error or deviation
from the true value in data collection, preparation, or analysis.
This can arise due to various factors such as incomplete data,
skewed sampling methods, or errors in data recording. When AI
models are trained on biased data, they can inherit and perpetuate
these inaccuracies, leading to biased outcomes and medical de-
cisions.27 Bias in AI refers to systematic and unfair favoritism or
prejudice in AI systems, which can lead to discriminatory out-
comes. Three broad factors are responsible for biases in AI models:
(1) data bias, which is the use of unrepresentative data; (2)
development bias, which is the result of the inappropriate use of
AI algorithms in model development; and (3) interaction bias,
which is the result of improper user interactions with the model.
Data Bias

The reliance on data to train algorithms introduces an omni-
present challenge, as data itself can reflect biases inherent in
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societal structures (eg, racism, prejudice, and classism), historical
patterns of biases that mediate the practice of medicine and de-
livery of health care.28,29 Bias in AI models often lies in the data
sets used during the training phase. These data sets may inad-
vertently encode societal biases, reflecting historical inequalities,
or systemic injustices present in the data collection process.
Diagnostic algorithms trained on historical patient data in elec-
tronic health records may disproportionately include certain de-
mographic groups (eg, gender, race, socioeconomic status,
religion, or disability) over others due to disparities in access to
health care or differences in how certain conditions are diagnosed
across populations. Bias can also manifest in AI models through
the design and implementation of algorithms themselves. The
choices made in algorithmic design, such as feature selection or
model weights, can inadvertently reinforce biases present in the
training data. This phenomenon, known as algorithmic bias, can
perpetuate and even exacerbate existing disparities when
deployed in real-world applications. There are numerous types of
biases that can exist within the context of ML, which in turn apply
to pathology and medicine (Table 2).

Bias with respect to medical data can stem from various
sources. Missing data are a significant issue, as patients may have
patient visitations or testing at multiple sites, and their medical
data are fragmented across various health records. Additionally,
patients with lower health or information technology literacy
might not fully engage with patient portals or accurately report
outcomes, further leading to deficient records. This can skew data
toward more severe cases or certain demographics, influencing
clinical decision support systems to make inaccurate predictions
or recommendations that do not generalize well across diverse
patient groups.30,31 Standardized reporting in medicine can also
facilitate bias mitigation; however, there are known data mis-
matches for similar testing across different institutions. An
example within laboratory medicine is showcased where Logical
Observation Identifiers, Names, and Codes for the same laboratory
Table 2
Representative types of bias and related examples in pathology

Type of bias Description

Data bias Bias in training data due to underrepresentation, overrepres
misrepresentation of pathology cases.

Algorithmic bias Bias introduced during algorithm design affecting diagnosti
or treatment recommendations.

Sampling bias Bias from nonrandom sampling methods in pathology data,
skewed conclusions.

Measurement bias Bias due to inaccuracies in diagnostic tests or imaging techn
affecting treatment decisions.

Labeling bias Bias in the assignment of disease labels or classifications, in
disease prediction models.

Prejudice bias Bias from preconceived notions about certain diseases or pat
influencing pathology diagnoses.

Environmental bias Bias from environmental factors affecting disease prevalenc
diagnostic outcomes in certain regions.

Interaction bias Bias from complex interactions between different diseases or
conditions affecting diagnoses.

Feedback loop bias Bias exacerbated by diagnostic feedback loops where histor
previous diagnoses influence future diagnostic decisions.

Representation bias Bias from inadequate representation of diverse populations
diagnostic data sets, affecting accuracy.

Temporal bias Bias due to changes in disease prevalence or diagnostic crit
reflected in historical diagnostic data.

Transfer bias Bias from differences between diagnostic practices in trainin
and those in community settings.

Confirmation bias Bias where initial beliefs or diagnostic decisions influence s
interpretations or actions.

4

test have been shown to be incorrect at various institutions in
about 20% of coagulation and cardiac tests.32,33 Sample size dis-
parities among patient subgroups within population data sets can
also limit the effectiveness of predictive analytics and decision
support tools for those groups, potentially neglecting their health
care requirements compared with more represented populations.
Misclassification or measurement errors further compound biases
in medical data. Patients from varying socioeconomic back-
grounds, who receive care in nonacademic clinics where data
input and clinical reasoning may differ, may also become more
particularly vulnerable to such inaccuracies. These discrepancies
can perpetuate such disparities because the biased data within
these training algorithms will inadequately address the health
care needs of such populations. Implicit biases among health care
providers can also influence clinical decision support outputs.
Addressing these sources of bias in medical data are crucial for
developing equitable health care practices. Therefore, the system
must employ robust strategies for data collection, validation,
interpretability, and ongoing monitoring to ensure that AI-driven
clinical decision support systems effectively serve all patient
populations.34
Development Bias

Addressing bias in AI models requires a concerted effort to
acknowledge and mitigate potential unfairness with the training
data, validation, model development, and deployment. There
should be a rigorous evaluation of training data sets used to train a
ML model. For instance, a distributed health network could pref-
erentially select patient samples to develop a ML model from
academic hospitals alone, unintentionally leaving out patient
samples from rural community hospitals from the training data
set. Bias of patient populations who have access to care in
metropolitan city centers, where academic hospitals are located,
Examples in pathology

entation, or Overrepresentation of certain demographics in diagnostic data
sets.

c accuracy Skewed prioritization of symptoms or conditions in diagnostic
algorithms.

leading to Insufficient gross dissection for mapping of tumor bed to predict
response to therapy.

ologies, Variations in test sensitivity or reference ranges across
demographic groups.

fluencing Subjective interpretation of biopsy tumor grading results
leading to misclassification of disease/severity.

ient groups Stereotypical assumptions about patient demographics
influencing diagnosis or management decisions.

e or Patterns in patient testing in academic hospitals in urban
regions compared to community practices in rural settings.

co-morbid Serum antibody chemistry interferences in patients with similar
diseases influencing test results.

ical data or Predicting future ancillary studies based on initial diagnoses
without supporting evidence.

in Underrepresentation of minority populations in genetic
screening databases.

eria not Evolution of disease classifications leading to discrepancies in
historical and current diagnoses.

g hospitals Variations in diagnostic criteria between academic research and
community health centers.

ubsequent Favoring evidence that confirms initial diagnoses or treatment
plans without considering contradictory information.



Figure 2.
Guidelines and respective stages of AI in the medical lifecycle. STARD-AI (Standards for Reporting of Diagnostic Accuracy Studies - Artificial Intelligence) provides guidelines for
reporting studies that evaluate diagnostic accuracy using AI technologies. It emphasizes transparent reporting of study methods, including participant selection criteria,
reference standard procedures, AI algorithm details, and diagnostic performance metrics. TRIPOD-AI (Transparent Reporting of a multivariable prediction model for Individual
Prognosis or Diagnosis - Artificial Intelligence) provides guidelines for reporting studies developing and validating AI-driven diagnostic or prognostic models. MINIMAR
(MINimum Information for Medical AI Reporting) aims to develop a minimal reporting standard for AI studies in medicine, focusing on essential elements necessary for
reproducibility and evaluation. CLAIM (Checklist for Artificial Intelligence in Medical Imaging) and MI-CLAIM (Minimum Information about Clinical Artificial Intelligence
Modelling) provide checklists for developing and validating AI models in medical imaging and clinical applications, respectively. MI-CLAIM (Minimum Information for Clinical AI
Model) provides guidelines for reporting clinical AI models, focusing on transparency and reproducibility in model development and validation. It emphasizes comprehensive
reporting of model inputs, outputs, performance metrics, validation methods, and potential limitations. MI-CLAIM aims to enhance the reliability and interpretability of clinical
AI models across health care domains. CONSORT-AI (Consolidated Standards of Reporting Trials for Artificial Intelligence) aims to improve the transparency and quality of
reporting in clinical trials that involve AI interventions. It provides guidelines for reporting essential elements such as study design, participant characteristics, intervention
details, and outcomes. By standardizing reporting practices, CONSORT-AI facilitates the critical evaluation and replication of AI-driven clinical trials. SPIRIT-AI (Standard Protocol
Items: Recommendations for Interventional Trials-Artificial Intelligence) focuses on enhancing the completeness and transparency of protocols in AI-related clinical trials. It
provides recommendations for reporting key elements of trial protocols, including eligibility criteria, randomization procedures, statistical analysis plans, and data handling
processes. SPIRIT-AI aims to improve the reliability and reproducibility of AI trial results. DECIDE-AI (Development of the Consolidated Criteria for Reporting Qualitative
Research-Artificial Intelligence) provides guidelines for reporting qualitative research studies that involve AI applications. It emphasizes transparency in research methods, data
collection, and analysis techniques used in qualitative AI studies. DECIDE-AI aims to ensure that qualitative findings related to AI development and implementation are rigorously
documented and communicated. PROBAST-AI (Prediction model Risk of Bias Assessment Tool-Artificial Intelligence) provides guidelines for assessing the risk of bias in pre-
diction models developed using AI techniques. It offers structured criteria for evaluating key domains of bias, including participant selection, predictor variables, model
development, and model evaluation. PROBAST-AI aims to improve the robustness and reliability of prediction models by identifying and addressing potential sources of bias.
QUADAS-AI (Quality Assessment of Diagnostic Accuracy Studies for Artificial Intelligence) focuses on assessing the quality of studies that evaluate the diagnostic accuracy of AI
technologies. It provides criteria for evaluating study design, participant selection, reference standard procedures, AI algorithm performance, and data analysis methods.
QUADAS-AI aims to enhance the reliability and validity of diagnostic accuracy studies involving AI applications. AI, artificial intelligence.

Matthew G. Hanna et al. / Mod Pathol 38 (2025) 100686
compared with rural-based patients, must be identified to miti-
gate before they propagate into AI systems. This involves diver-
sifying data sets to ensure representation across different
demographic groups and socioeconomic backgrounds, thereby
minimizing the risk of underrepresentation or misrepresentation.
Additionally, transparency in AI development is crucial. De-
velopers and researchers should document the data sources used,
subgroup analytics (eg, race vs ancestry), and the methodologies
involved in algorithm design. This transparency enables external
scrutiny and fosters accountability, helping identify and rectify
biases before clinical deployment. The “Garbage-In, Garbage-Out”
principle highlights that the quality of AI outputs is directly
dependent on the quality of the input training data. If the data
used to train an AI model are biased or flawed, the resulting model
will likely exhibit similar biases.35 Bias in medical data, docu-
mented in radiology and other medical domains, has been
5

relatively limited in the pathology literature.36-39 Bias in medical
AI underscores the importance of using high-quality, representa-
tive data in the AI development lifecycle, which exemplifies the
spectrum of patient populations and disease characteristics that
will be used in real-world practice (Fig. 2).

Bias in AI models can manifest in various ways. These models
are crucial for various health care applications but may inherit
biases from the data sets that they are trained on, such as The
Cancer Genome Atlas. Recently, researchers demonstrated that
distinct features in whole slide pathology images, derived from
pooled digital slides contributed by over 140 hospitals, could be
attributed back to their respective submitting institutions.40 The
study selected 8,579 digital slides from The Cancer Genome Atlas,
contributed by over 140 medical institutions, and employed
DenseNet121 and KimiaNet for feature extraction and cancer type
classification. The results showed that features could identify
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acquisition sites with significant accuracy (70% for DenseNet121
and over 86% for KimiaNet), indicating the presence of institution-
specific patterns. These patterns, although might be less relevant
to medical diagnosis, may influence model outcomes such as
cancer subtype classification and image search. The study un-
derscores the need for researchers to acknowledge and mitigate
biases originating from factors such as whole slide scanner con-
figurations, staining variations, and patient demographics, espe-
cially when developing and training deep learning models in
digital pathology.

Furthermore, Leo et al41 highlight the importance of quantita-
tive histomorphometry in evaluating various data sets and
downstream models. Quantitative histomorphometry extracts
computerized features from digitized tissue slide images to predict
disease presence and outcomes. However, variability in laboratory-
specific factors such as staining reagents, tissue slice thickness,
diagnostic metadata, and slide scanners can compromise feature
stability between different laboratories. Their article introduces a
preparation-induced instability score and latent instability score to
quantify feature variability across and within data sets. Traditional
performance metrics such as accuracy and area under the receiver
operating characteristic curve are commonly used in feature se-
lection to enhance class differentiation. However, when developing
a reliable classifier, it is crucial that the feature selection accounts
for both the discriminative power and stability. Feature stability
can be shown graphically where its distribution’s mean and shape
remain consistent across various patient cohorts sharing similar
diseases, clinical profiles, or outcomes. The authors continued to
show that a prostate cancer detection model performed variably
across different data sets from distinct institutions and further-
more across 3 different vendor scanners, with and without color
normalization.41 Furthermore, scanning the same 34 slides on 3
different scanners revealed that Haralick features were notably
affected by the scanner model, showing instability in 62% of
comparisons. Importantly, feature families that exhibited insta-
bility performed significantly worse in classification across
different sites compared with within-site classification. These
findings underscore the importance of evaluating bias in quanti-
tative histomorphometric features across multiple sites and vary-
ing data sets to assess their robustness.

Similarly, if training data used to develop a ML model pre-
dominantly include data (eg, images, laboratory results) from a
specific demographic group, the model may perform poorly from
underrepresented groups. This can lead to disparities in diagnostic
accuracy and treatment recommendations for various segments of
the population.42 Ongoing research into techniques such as
fairness-aware ML models aims to develop algorithms that
explicitly mitigate biases and promote fairness across diverse
populations. These techniques incorporate principles of fairness,
accountability, and transparency into AI development, ensuring
that the benefits of AI technologies are equitably distributed and
do not perpetuate societal inequalities. The consequences of
biased AI extend beyond individual patient misdiagnoses. Sys-
temic biases in AI can perpetuate existing inequalities and
disproportionately affect marginalized communities. Addressing
these biases is crucial to prevent harm and promote social justice.
Interaction Bias

Interaction biases may arise when health care providers or
patients engage with AI systems in ways that impact the system’s
performance and impartiality. Automation bias refers to a type of
6

clinician-interaction bias where doctors are not aware that the AI
system is less reliable for a particular population. As a result, they
trust the system too much and accept inaccurate advice. Privilege
bias refers to a form of patient-interaction prejudice that arises
when AI systems are not accessible in health care settings where
marginalized groups receive treatment, leading to an uneven
distribution of benefits provided by AI systems.

Implicit biases among health care providers (eg, differential
care, incomplete medical history, limited medical treatments, and
specialty referrals) can significantly impact various aspects of
health care. In health care delivery, it affects patient-provider
communication by influencing how information is exchanged
and understood. This, in turn, influences patient-provider re-
lationships, patient satisfaction levels, and perceptions of a phy-
sician’s patient-centeredness. Implicit bias can also affect patient
treatment adherence, as providers’ decisions may be influenced
by biased perceptions of a patient’s likelihood to follow prescribed
treatments. In the realm of public health, implicit bias impacts
resource allocation decisions, such as the location of testing fa-
cilities, distribution of vaccines, and placement of environmental
stressors. These decisions can have profound implications for
community health outcomes and equity. Within health pro-
fessions workplaces and medical education, implicit bias mani-
fests in practices related to promotions, compensation,
evaluations, awards, and research grants. It contributes to burnout
and isolation among health care professionals and impacts the
diversity of trainees and the workforce. Biases in recruitment and
selection processes can hinder the creation of inclusive learning
environments and perpetuate inequalities within the health care
workforce.43 Overall, addressing implicit bias in health care is
crucial for promoting equity, improving patient outcomes,
fostering inclusive environments, and ensuring fair resource dis-
tribution in public health initiatives.
Bias in Medical Artificial Intelligence

In the realm of medical AI, imbalanced population data pose a
significant challenge, often resulting in biased algorithms that
disproportionately impact historically marginalized commu-
nities. The underrepresentation of certain demographic groups
within training data sets engenders algorithmic biases, leading
to erroneous diagnoses and exacerbating health care disparities.
If the training data set predominantly consists of data from a
specific demographic or diagnostic group (eg, representation
bias), the AI model may learn patterns and features that are
specific to that group. As a result, when the model is deployed in
diverse populations, it may not perform as well (eg, lack of
generalizability) or could exhibit biased predictions as it would
not have adequately learned about the underrepresented groups.
In medical applications, diagnostic AI models trained on imbal-
anced data might disproportionately focus on conditions that are
prevalent in the majority group represented in the data set. This
can lead to underdiagnosis or misdiagnosis of conditions that are
less prevalent or differentially presented in minority groups. For
example, in prostate cancer, Gleason pattern 3 is the most
common (3 þ 3 ¼ 6), whereas Gleason pattern 5 is the least
prevalent. However, Gleason pattern 5 has significant prognostic
implications for patients. If models are trained on the typical
incidence of prostate cancers, Gleason pattern 5 may be under-
represented, and there may be a lack of performance in detecting
Gleason pattern 5, resulting in under-grading the patient’s
prostate cancer. If undetected, this would affect patient



Figure 3.
Representative example of bias introduced into developing an AI algorithm for prostate cancer. AI, artificial intelligence.
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management strategies, prognosis, and expectations of disease
course.44,45 Evidence also suggests that prostate cancer survival
varies by race, even if the incidence of Gleason patterns are
similar.46 Furthermore, a ML model intended to grade prostate
adenocarcinoma could appear to have excellent performance on
a normal distribution of patients, as the validation cases are
naturally imbalanced and may not include samples representing
the higher Gleason pattern. Imbalanced data sets can perpetuate
algorithmic biases, where the AI system systematically favors
certain groups over others in its predictions or recommenda-
tions. This bias can arise due to skewed sampling of data,
incorrect assumptions about causality, or indirect correlations
that reflect societal or medical biases present in the data
collection process. The core concern related to the training of
models on imbalanced data are the lack of generalizability when
applied to diverse populations. The performance characteristics
from such models may not accurately reflect their performance
across all demographic groups, leading to unreliable outcomes,
model distrust, and potentially harmful decisions in clinical
settings (Fig. 3).

Furthermore, biased AI systems can exacerbate disparities in
health care outcomes by reinforcing existing inequalities. Vyas
et al47 discuss several ML models in health care that include race
and other laboratory testing parameters as inputs. Race, a social
construct, is used as a proxy for biology in many ML models
although the contribution of social determinants of health and the
patient’s symptoms may be second to race in the decision-making
process.48 In nephrology, a prime example in laboratory testing is
a calculation of the estimated glomerular filtration rate (eGFR),
which includes race adjustment. These algorithms result in higher
reported eGFR values for African Americans, which suggests better
kidney function, and may delay patient care or renal trans-
plantation and lead to worse outcomes.49-51 Race is also included
in many other medical tools predicting patient outcomes,
7

including, but not limited to, The American Heart Association’s
Guidelines for Heart Failure,52 The Society of Thoracic Surgeons
Short Term Risk Calculator,53 eGFR, modification of diet in renal
disease, and chronic kidney disease epidemiology collaboration
equations,50 Organ Procurement and Transplantation Network:
Kidney Donor Risk Index,54 vaginal birth after cesarean risk
calculator,55 urology kidney stone risk score,56,57 urinary tract
infection risk calculator,58 rectal cancer survival calculator,59 Na-
tional Cancer Institute Breast Cancer Risk Assessment Tool,60

Breast Cancer Surveillance Consortium Risk Calculator,61 osteo-
porosis risk score, fracture risk assessment tool,62 and pulmonary-
function tests.63 Models may prioritize symptoms or indicators
that are more prevalent or easier to detect in the majority group,
potentially overlooking symptoms that manifest differently or less
frequently in minority groups. This can result in underdiagnosis or
misdiagnosis of conditions in underrepresented populations.64

Patients from underrepresented groups may receive suboptimal
treatments or experience adverse outcomes due to algorithms
that do not account for their specific medical needs or variations.
They can also undermine trust in AI technologies and health care
systems if they consistently fail to provide fair and accurate as-
sessments across all patient groups. This underscores the need for
inclusive and equitable AI development practices and mitigation
of such biases.
Bias Mitigation

Mitigating bias in medical AI necessitates a multidisciplinary
approach to mitigate and prevent bias in each phase of the AI
developmental lifecycle, which includes problem formulation;
data selection, assessment, and management; model develop-
ment, training, and validation; deployment and integration of
models in intended settings; and monitoring, maintenance,
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updating, or deimplementation.65 Embracing diversity in data
collection processes, ensuring the representation of historically
marginalized communities, and fostering collaborative partner-
ships between stakeholders are pivotal in advancing equitable
health care solutions. To mitigate biases in health caremodels, it is
crucial to address imbalances in training data by the various ML
model life cycle stages:
Data Collection and Preparation

Bias mitigation inML is aimed at ensuring fairness and equity in
AI systems, particularly as they increasingly influence decision-
making. During data collection and preparation, the focus is on
gathering diverse data sets that accurately represent the population
and identifying aswell asmitigating biases thatmay already exist in
the data. Actively seeking out and including diverse data sets that
represent different demographics, geographic locations, and socio-
economic backgrounds is crucial. Implementing techniques such as
oversampling of underrepresented classes, under-sampling of
overrepresented classes, or generating synthetic data can help bal-
ance class distributions in data sets. Additionally, data augmenta-
tion, anonymization, and careful handling of missing data help
reduce the risk of perpetuating biases during model training.
Rigorous exploratory data analysis is also crucial, as it uncovers
hidden biases and informs strategies for data preprocessing.
Model Development and Training

In model development, selecting appropriate algorithms and
features plays a pivotal role. It is essential to consider fairness and
conduct thorough evaluations across different demographic
groups to identify any disparate impacts. Techniques such as
fairness-aware learning and bias detection algorithms can help
mitigate biases that may arise from model selection and training.
Model Evaluation

Performance evaluation to assess model performance across
the spectrum of demographic and diagnostic groups helps obviate
bias. Bias mitigation in the model evaluation stage should incor-
porate more than traditional accuracy metrics and include bias
and fairness assessments. Evaluating the model’s performance
across various subgroups (eg, patient populations, diagnostic
categories, staining protocols, reference ranges, etc) ensures that
predictions are equitable and unbiased. This stage allows for ad-
justments and refinements to the model to mitigate any identified
biases before deployment.
Model Deployment and Ongoing Monitoring

When deploying AI systems, clinical verification and vali-
dation as well as ongoing continuous monitoring and mainte-
nance are needed. Regular bias assessment throughout the AI
model lifecycle helps to identify and mitigate biases as they
arise, including preprocessing steps, algorithmic adjustments,
and post-deployment monitoring. Monitoring for biases in real-
time and establishing mechanisms for feedback and updates
enable ongoing improvements. This includes implementing
protocols to address bias-related events promptly and
transparently.
8

Interpretability and Accountability

Developing ML models that provide explainability and self-
reflection methods for their predictions enables health care pro-
fessionals to understand how decisions are made and enhances
our abilities to identify potential biases. Such explainability and
self-reflection can help enhance transparency and the trustwor-
thiness of our AI systems. Self-reflection (ie, introspection) spe-
cifically allows AI models to analyze their own decision-making
processes by identifying the biases and factors that influence their
outcomes. Explainability, on the other hand, ensures that AI de-
cisions are understandable to stakeholders and end users by
providing clear justifications for their prediction outputs or ac-
tions. In addition to the above, human collaborations among
different teams and stakeholders can also enhance our perspec-
tives and help uncover certain biases that may have been
overlooked.

Ultimately, effective bias mitigation requires a holistic
approach that incorporates both technical and ethical consider-
ations. By embedding fairness as a core principle from the outset
and integrating it into each stage of the ML model development
and deployment life cycle, organizations can build AI systems
whose contributions minimize harm by enhancing positive im-
pacts and promoting inclusivity. Such an approach in addressing
bias in ML models is crucial for ensuring equitable health care
outcomes while simultaneously building trust in such AI-driven
health care systems. Such a process undoubtedly requires a
collaborative effort from health care providers, data scientists, and
policymakers whose creative frameworks will prioritize fairness,
accountability, and patient well-being.
Findability, Accessibility, Interoperability, and Reusability
Principles

The findability, accessibility, interoperability, and reusability
(FAIR) guiding principles were developed in the context of scientific
data sets to ensure the establishment and enforcement of data
stewardship and governance for datamanagement. Theseprinciples
aim to enhance the quality and utility of data, which can help
mitigate bias in AI models.66 FAIR principles are increasingly being
applied to AI models to enhance their usability and integration
withinvarious clinical and researchapplications. The principles help
ensure that AI models are managed in a way that promotes dis-
coverability, accessibility, interoperability, and reusability (Fig. 4).
Importance of Findability, Accessibility, Interoperability, and
Reusability Principles in Managing Bias in Artificial Intelligence
Models

The FAIR principles play a crucial role in managing bias in AI
models by fostering transparency, reproducibility, and inclusivity
throughout the data lifecycle. Findability ensures that diverse and
representative data sets are readily discoverable. By making data
sources transparent and accessible, researchers can identify and
mitigate biases inherent in the data set collection process. This
transparency allows for a critical examination of data sources,
helping to identify any biases that may have been unintentionally
incorporated. Accessibilitymandates that data should be accessible
to a wide range of stakeholders under clear conditions. This
principle ensures that biases are not perpetuated through
restricted access to data or through opaque data governance



Figure 4.
FAIR principles. FAIR, findability, accessibility, interoperability, and reusability.

Matthew G. Hanna et al. / Mod Pathol 38 (2025) 100686
practices. By promoting open access and clear protocols for data
sharing, the FAIR principles enable researchers to scrutinize data
sets and algorithms for bias and discriminatory patterns. Inter-
operability ensures that data can be integrated and analyzed across
different platforms and applications. Standardized formats and
metadata facilitate the comparison of results from different AI
models and data sets. This interoperability allows researchers to
assess whether biases identified in 1 data set may also be present
in others. Reusability encourages the documentation and sharing
of data sources, methodologies, and results. By providing clear
guidelines for data reuse and replication, the FAIR principles
enable researchers to substantiate findings and address biases
through rigorous testing and validation processes. Transparency
and reproducibility are essential for identifying and mitigating
biases in AI models, ensuring fairness and equity in their
deployment. In essence, the FAIR principles serve as a framework
Table 3
List of medical artificial intelligence (AI) checklists or guidelines

Guideline/checklist Purpose Timelin
interve

STARDa-AI68 Reporting standards for studies
evaluating diagnostic AI algorithms to
ensure transparency.

Evalua

TRIPODb-AI69 Reporting guidelines for studies
developing and validating AI-driven
diagnostic/prognostic models.

Develo
tools

PROBASTc-AI69 Reporting guidelines for assessing the
risk of bias and applicability of
diagnostic and prognostic AI models.

Develo
progno

9

for promoting ethical AI development by minimizing biases at the
foundational level of data management. By enhancing the trans-
parency, accessibility, interoperability, and reusability of data,
these principles empower researchers to uncover and address
biases, ultimately fostering more equitable and trustworthy AI
systems. Implementing the FAIR principles can help minimize bias
in AI models by ensuring that data are high-quality, representa-
tive, and accessible. This promotes transparency and account-
ability in AI development, reducing the risk of biased outcomes.67

Additionally, there have been several AI checklists (eg, Stan-
dards for Reporting of Diagnostic Accuracy Studies-Artificial In-
telligence, Transparent Reporting of a Multivariable Prediction
Model for Individual Prognosis or Diagnosis-Artificial Intelligence,
Checklist for Artificial Intelligence in Medical Imaging, MINimum
Information for Medical AI Reporting, Development of the
Consolidated Criteria for Reporting Qualitative Research-Artificial
e of medical
ntion

Correspondence to FAIR principles

tion before diagnosis F: Specifies reporting for diagnostic studies.
A: Clear evaluation criteria
I: Facilitates algorithm comparison
R: Enhances diagnostic tool validation.

pment of diagnostic F: Standardizes reporting for model studies.
A: Clarity in model development
I: Facilitates model comparison.
R: Enhances model reproducibility.

pment of diagnostic and
stic tools

F: Advanced search and enriched metadata
enhance data set discoverability.
A: Clear access mechanisms and open access
policies facilitate easy data retrieval.
I: Standardized formats and integration support
seamless system compatibility.
R: Comprehensive documentation and clear
licensing ensure effective data reuse.

(continued on next page)



Table 3 (continued )

Guideline/checklist Purpose Timeline of medical
intervention

Correspondence to FAIR principles

CLAIMd/MIe-CLAIM70,71 Checklist for developing and validating
AI models in medical imaging (CLAIM)
and clinical applications (MI-CLAIM).

Development and validation of
AI models

F: Provides checklist for model development.
A: Clear validation criteria.
I: Applies across imaging and clinical models
R: Promotes model reuse.

MINIMARf,72 Minimum reporting standard for AI
studies in medicine, focusing on
essential reproducibility elements.

Reporting of AI studies F: Specifies essential reporting elements.
A: Enhances clarity in study findings.
I: Standardizes reporting across studies.
R: Facilitates study replication.

PRIMEj,76 Guidelines for developing AI in medical
imaging to ensure robustness and
reliability.

Development and validation of
AI models

F: Specifies guidelines for AI development.
A: Ensures robust development and validation.
I: Facilitates comparison of AI models.
R: Enhances model reliability.

DECIDEg-AI73 Development and validation of AI-
driven decision support systems in
clinical practice.

Integration into clinical
decision-making

F: Clear guidelines for system development.
A: Transparent validation methods.
I: Ensures reliability across systems.
R: Supports system evaluation and reuse.

SPIRITh-AI74 Guidelines for writing protocols for
clinical trials involving AI to ensure
consistency.

Clinical trial protocol F: Specifies protocol details for easy retrieval.
A: Clarity in study design.
I: Promotes consistency in study protocols.
R: Facilitates study replication.

CONSORTi-AI75 Reporting standards for AI clinical trials
to ensure transparency and
completeness.

Reporting of AI clinical trials F: Standardizes reporting for easy discovery.
A: Enhances clarity for broader audience.
I: Facilitates comparison across trials.
R: Promotes reproducibility of trial findings.

QUADASk-AI77 To evaluate the quality of studies
assessing diagnostic accuracy of AI in
healthcare. This tool helps to assess the
methodological quality and risk of bias
in AI-based diagnostic studies.

Reporting of AI studies F: Standardizes reporting criteria for diagnostic
accuracy.
A: Ensures clear comparison for diagnostic
accuracy studies.
I: Facilitates comparison of diagnostic accuracy
across studies.
R: Ensures studies with diagnostic accuracy are
study findings.

FAIR, findability, accessibility, interoperability, and reusability.
a Standards for Reporting of Diagnostic Accuracy Studies - Artificial Intelligence (STARD-AI) provides guidelines for reporting studies that evaluate diagnostic accuracy

using AI technologies. It emphasizes transparent reporting of study methods, including participant selection criteria, reference standard procedures, AI algorithm details,
and diagnostic performance metrics.

b Transparent Reporting of a multivariable prediction model for Individual Prognosis or Diagnosis - Artificial Intelligence (TRIPOD-AI) provides guidelines for reporting
studies developing and validating AI-driven diagnostic or prognostic models.

c Prediction model Risk of Bias Assessment Tool-Artificial Intelligence (PROBAST-AI) provides guidelines for assessing the risk of bias in prediction models developed
using AI techniques. It offers structured criteria for evaluating key domains of bias, including participant selection, predictor variables, model development, and model
evaluation. PROBAST-AI aims to improve the robustness and reliability of prediction models by identifying and addressing potential sources of bias.

d Checklist for Artificial Intelligence inMedical Imaging (CLAIM) andMinimum Information about Clinical Artificial IntelligenceModelling (MI-CLAIM) provide checklists
for developing and validating AI models in medical imaging and clinical applications, respectively.

e MI-CLAIM provides guidelines for reporting clinical AI models, focusing on transparency and reproducibility in model development and validation. It emphasizes
comprehensive reporting of model inputs, outputs, performance metrics, validation methods, and potential limitations. MI-CLAIM aims to enhance the reliability and
interpretability of clinical AI models across health care domains.

f MINimum Information for Medical AI Reporting (MINIMAR) aims to develop a minimal reporting standard for AI studies in medicine, focusing on essential elements
necessary for reproducibility and evaluation.

g Development of the Consolidated Criteria for Reporting Qualitative Research-Artificial Intelligence (DECIDE-AI) provides guidelines for reporting qualitative research
studies that involve AI applications. It emphasizes transparency in research methods, data collection, and analysis techniques used in qualitative AI studies. DECIDE-AI aims
to ensure that qualitative findings related to AI development and implementation are rigorously documented and communicated.

h Standard Protocol Items: Recommendations for Interventional Trials-Artificial Intelligence (SPIRIT-AI) focuses on enhancing the completeness and transparency of
protocols in AI-related clinical trials. It provides recommendations for reporting key elements of trial protocols, including eligibility criteria, randomization procedures,
statistical analysis plans, and data handling processes. SPIRIT-AI aims to improve the reliability and reproducibility of AI trial results.

i Consolidated Standards of Reporting Trials for Artificial Intelligence (CONSORT-AI) aims to improve the transparency and quality of reporting in clinical trials that
involve AI interventions. It provides guidelines for reporting essential elements such as study design, participant characteristics, intervention details, and outcomes. By
standardizing reporting practices, CONSORT-AI facilitates the critical evaluation and replication of AI-driven clinical trials.

j PRIME (Proposed Requirements for Cardiovascular Imaging-Related Machine Learning Evaluation).
k Quality Assessment of Diagnostic Accuracy Studies for Artificial Intelligence (QUADAS-AI) focuses on assessing the quality of studies that evaluate the diagnostic

accuracy of AI technologies. It provides criteria for evaluating study design, participant selection, reference standard procedures, AI algorithm performance, and data
analysis methods. QUADAS-AI aims to enhance the reliability and validity of diagnostic accuracy studies involving AI applications.
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Intelligence, Standard Protocol Items: Recommendations for
Interventional Trials-Artificial Intelligence, and Consolidated
Standards of Reporting Trials for Artificial Intelligence) for pre-
clinical evaluations, clinical trials, and clinical translation that
have been developed (Table 3).68-77 These guidelines and check-
lists collectively enhance the transparency, reproducibility, and
10
usability of AI research and clinical applications. They are intended
to standardize reporting, development, and validation processes
for AI models in diagnostics, predictive analytics, and decision
support systems. By specifying clear criteria and protocols, these
frameworks ensure clarity in study findings, ensure consistency in
methodologies, and facilitate comparison across different studies
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and applications. Moreover, ethical guidelines (eg, �ECLAIR) pro-
mote responsible AI deployment, ensuring ethical standards are
maintained across various health care settings. Together, these
efforts support the FAIR principles by improving the findability,
accessibility, interoperability, and reusability of AI technologies,
thereby advancing their integration and impact in health care and
research domains.

Addressing bias in AI-ML models will have profound implica-
tions for fairness, justice, and transparency, which can ultimately
enhance our patient outcomes. Proactive measures aimed at
mitigating bias are indispensable in fostering equitable outcomes
and upholding fundamental principles of fairness and equity. A
call to action is warranted, urging stakeholders across academia,
industry, and policymaking spheres to prioritize responsible
development and deployment of all AI technologies. Ethical con-
siderations must underpin each stage of the AI lifecycle, from data
collection to algorithmic design and validation, deployment, and
ongoing monitoring of such to ensure equitable outcomes for all
the patients we are privileged to serve. By addressing biases in
data while improving our algorithm design and deployment
practices, stakeholders will be able to develop AI systems that are
more inclusive, equitable, and aligned with our ethical principles.
This approach is critical to harnessing the full potential of AI while
minimizing its unintended negative consequences on our patient
populations. Additionally, the integration of FAIR principles and
inclusive data practices emerges as a cornerstone in this quest for
bias mitigation within our AI arena, which fosters transparency,
accountability, and inclusivity in data utilization while allowing
our stakeholders to chart a path toward a more equitable and just
AI ecosystem.
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